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Abstract

Modern Byzantine fault-tolerant state machine replication
(BFT SMR) systems adopt a decoupled BFT consensus pro-
cess to separate data dissemination from transaction order-
ing as it enables efficient (asynchronous) dissemination even
when ordering fails intermittently under partial synchrony.
Nevertheless, they may still suffer from high transaction con-
firmation latency as the transaction-execution process waits
for the ordering process to complete: the execution process
does not proceed even when transactions are disseminated
if the ordering process stalls.

We propose Pufferfish, the first BFT SMR system that ef-
fectively masks intermittent ordering failures in practice.
Pufferfish introduces a pre-commit execution scheme that
enables replicas to speculatively execute transactions even
during the ordering process stalls. These pre-commit exe-
cution results can be directly committed, if correct, when
the ordering failures are resolved. To achieve this, Pufferfish
builds an adaptive probabilistic speculation mechanism on
top of a DAG-based BFT consensus protocol, enabling repli-
cas to predict and speculatively execute transactions ahead of
confirmed ordering. Additionally, Pufferfish adopts a commit-
aware snapshot mechanism to minimize the overhead of
transaction re-execution in cases of speculation failures. To
demonstrate the effectiveness of Pufferfish, we implement
and evaluate it on a geo-distributed AWS environment. The
evaluation results show that Pufferfish achieves faster recov-
ery and 1.36x speedup on the p99 transaction confirmation
latency compared to the state-of-the-art BFT SMR in the
presence of ordering failures. Even under normal execution,
Pufferfish can achieve a 1.58x speedup on transaction confir-
mation latency under a transaction workload of 80k tps.
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1 Introduction

With significant implications in practice, blockchain has
been extensively studied in the distributed systems literature
in the last decade. At the core of blockchain is Byzantine
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Fault-Tolerant State Machine Replication (BFT SMR), which
allows a group of replicas to consistently and continuously
handle transactions from blockchain users. In the BFT SMR
problem, replicas run a BFT consensus protocol to dissemi-
nate and order transactions. With the consistent transaction
order established by consensus, correct replicas can execute
transactions and replicate the states consistently.

Modern blockchains/BFT SMRs are primarily designed to
operate in the partial synchrony network model, in which
messages are guaranteed to be delivered within a known
bounded delay after an unknown Global Stabilization Time
(GST) [23]. Theoretically, these partially synchronous BFT
SMRs are expected to reach agreements on transaction orders
forever after GST, under benign conditions (e.g., the leader
is correct). However, in practice, this happy regime only
holds intermittently—numerous attacks can cause ordering
failures [2, 8, 18, 27, 29, 39, 59]. It is observed that the network
can frequently switch between synchrony and asynchrony,
leading to intermittent failures on transaction ordering [28].

To adapt to these intermittent ordering failures, modern
blockchains employ decoupled BFT consensus protocols, in-
cluding multi-chain BFT [22, 28] and a family of Directed
Acyclic Graph (DAG)-based BFT [5, 6, 20, 36, 57, 58, 60, 61].
The decoupled BFT consensus protocols separate data dis-
semination from transaction ordering. In particular, during
the asynchrony periods, the transaction ordering may halt,
but replicas can still keep disseminating transactions without
waiting for the completion of ordering [20]. After the net-
work recovers and becomes synchronous, replicas can estab-
lish an order on the disseminated transactions via extremely
lightweight messages, such as signed-hash digests [25, 66, 78]
and block references [5, 6, 28, 57, 61].

In spite of the numerous advancements in consensus proto-
cols to handle intermittent ordering failures, there remains a
critical gap in efficiently executing transactions during these
failures. For instance, Sui [64], a production blockchain em-
ploying a DAG-based consensus protocol, adopts an execution-
after-consensus scheme, where transactions are executed
only after the transaction order is finalized. In this paper, we
find that the intermittent ordering failures could significantly
affect transaction latency in the existing blockchains. This is
not surprising, as replicas might need to execute an exten-
sive backlog of transactions that were accumulated by data
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dissemination during the asynchrony periods once the net-
work recovers. To elaborate, unlike the data dissemination
that does not rely on transaction ordering to proceed, trans-
action execution must be aligned with the ordering results
to ensure the state consistency among correct replicas. Be-
fore the transaction order is established, those ever-growing
disseminated transactions can stress the execution overhead
once the network recovers, leading to a severe degradation
of the transaction confirmation latency.

This paper aims at filling this gap. We propose Puffer-
fish, a novel BFT SMR system that effectively reduces the
transaction confirmation latency under intermittent order-
ing failures while maintaining high transaction throughput.
The core idea of Pufferfish is to incorporate a pre-commit
execution scheme into a decoupled BFT consensus, allowing
replicas to speculatively execute transactions even during
ordering stalls. By the time the ordering stalls are resolved,
Pufferfish would have already performed the bulk of the com-
putation, allowing near-instantaneous commitment. How-
ever, designing an effective pre-commit execution scheme
for a BFT SMR system is non-trivial. Pufferfish must ensure
that as many speculative execution results as possible remain
valid; that is, transactions should be speculatively executed
in the same order as the final consensus order. Otherwise,
those results become invalid, and replicas must re-execute
the backlog after ordering recovers, reducing the system to
the baseline execution-after-ordering design.

Pufferfish addresses the above challenges via three tech-
niques. First, Pufferfish employs a DAG-based consensus
protocol to achieve efficient data dissemination while pre-
serving an order continuity property, which ensures that
speculative orders remain stable and are likely to be prefixes
of the final consensus order (Section 4.1). Second, Pufferfish
introduces an adaptive probabilistic speculation (APS) mecha-
nism to allow replicas to predict the most likely consensus
order, significantly reducing the probability of re-execution
caused by the inconsistent speculative order (Section 4.2).
Specifically, with the heuristics derived from the dissem-
inated DAG of blocks, replicas can adaptively update the
speculative order for later pre-commit execution, making
it always most likely consistent with the consensus order.
Third, Pufferfish designs a commit-aware snapshot mecha-
nism to achieve fast recovery when pre-commit execution
fails, without introducing heavy memory or storage over-
head (Section 4.3). Specifically, instead of taking snapshots
after pre-commit execution for every speculative order, repli-
cas only take a lightweight snapshot when they suspect an
incoming speculative order is invalid using a reputation-
based decision strategy. This avoids excessive snapshots and
reduces memory and storage overhead. Once the speculative
order is indeed invalid, replicas can quickly roll back to the
latest valid snapshot and re-execute only a smaller set of
transactions whose order is invalid, thereby minimizing the
overhead caused by mis-speculations.

To demonstrate its effectiveness, we implement Pufferfish
on top of Mysticeti [6], a DAG-based BFT consensus protocol
deployed in the Sui blockchain [64], and evaluate it against
a representative BFT SMR system in a geo-distributed AWS
environment. The evaluation results show that Pufferfish
can achieve 1.36x-1.58x speedup on transaction confirmation
latency compared to the representative BFT SMR system.

We summarize our contributions as follows:

o We present Pufferfish, which, to the best of our knowledge,
is the first BFT SMR system designed to effectively cir-
cumvent the performance degradation under intermittent
ordering failures in practice.

e We design an adaptive probabilistic speculation mecha-
nism to help replicas predict the speculative execution
order effectively, and a commit-aware snapshot mecha-
nism to minimize the overhead of transaction re-execution
in cases of speculation failures.

o We implement Pufferfish on top of Mysticeti and evaluate
it on a geo-distributed AWS environment. The evaluation
results show that Pufferfish can achieve 1.58x speedup
on transaction confirmation latency under common cases,
and faster recovery with 1.36x speedup on the tail p99
transaction confirmation latency in the presence of order-
ing failures compared to the representative BFT SMR.

2 Background and Motivation
2.1 BFT SMR

BFT SMR is the standard primitive for building fault-tolerant
distributed systems, such as blockchains. In this model, clients
submit transactions to a set of replicas to induce state transi-
tions (in the blockchain context, the system state typically
comprises a key-value store mapping client identities to data
such as account balances and smart contract storage). A BFT
SMR system must ensure that this state remains consistent
across all correct replicas while maintaining the ability to
process new client requests. More formally, let Stzk denote
the system state maintained by replica R; after executing a
sequence of transactions up to index k, the BFT SMR must
guarantee the following properties:

o Safety: If sequences of transactions (txy,---,txy,) and
(txj,--- ,tx],) are committed by two correct replicas R;

and R;, then tx, = tx} and St!, = St/, foralln < min{m, m’},
namely, any two correct replicas commit the same prefix
transaction list and states.

o Liveness: If a transaction tx is sent to correct replicas, tx
will be eventually committed by all correct replicas.

The transaction processing pipeline in BFT SMR can be
decomposed into three repeated tasks [17, 78]: (i) Data dis-
semination, a bandwidth-bound task where replicas propa-
gate transactions to other replicas; (ii) Ordering, a network-
sensitive task where replicas reach consensus on a total order



of the disseminated transactions; (iii) Execution, a computation-
intensive task where replicas execute transactions in the
consensus order to update the system state. A BFT SMR sys-
tem is typically implemented with a BFT consensus protocol
(responsible for data dissemination and ordering) and an
execution engine (responsible for execution).

2.2 Partially Synchronous SMR in Practice

Modern BFT SMR systems primarily operate in a partially
synchronous network model [23], where message delays are
unbounded before an unknown Global Stabilization Time
(GST), and bounded by a known delay A after GST. Infor-
mally, there exists a magic time GST, before which the net-
work is asynchronous and after which it is synchronous.

In realistic deployment, the partially synchronous BFT
SMR accommodates this network model by using timeouts:
replicas wait for a certain time duration before they conclude
that the system makes no progress and take actions, such as
performing a view change mechanism. To make sure that
all correct replicas can enter the same view to perform the
ordering task after GST, the timeout has to be set delicately,
which is typically measured and associated with the network
delay A (e.g., the timeout is set to be 8A in [57]). With the
delicate setting, the timeout is expected to not be triggered
after GST, unless in the event of leader failure.

Intermittent Ordering Failure. However, in practice, this
happy regime is not held, and timeouts can be triggered
intermittently. The network delay A can fluctuate due to
many factors such as network failures (e.g., packet loss) and
network adversaries (e.g., DDoS attack) [2, 8, 18, 27-29, 39,
59]. Moreover, malicious replicas can trigger timeouts by not
proposing ordering proposals. As a result, the ordering task
can fail intermittently whenever the timeout is triggered. In
this paper, we refer to such a phenomenon as intermittent
ordering failure.

2.3 Decoupled BFT Consensus

Decoupled BFT consensus protocols are designed to (par-
tially) mitigate intermittent ordering failures by separating
data dissemination from ordering logic. This separation al-
lows replicas to continue disseminating transactions even
when ordering fails intermittently. Modern decoupled con-
sensus protocols generally fall into three categories (we defer
a more detailed comparison to Appendix A):

Batch-based BFT protocols [25, 32, 35, 42, 66, 74, 78] dis-
seminate transactions in batches, independently of ordering.
Replicas continuously group new transactions into batches
and broadcast them for data availability. When performing
ordering, replicas replace full transactions with lightweight
digests of batches in ordering proposals. As transactions
can be disseminated asynchronously, this design enables
continuous dissemination despite ordering failures.
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Figure 1. The transaction latency and recovery time of ex-
isting SMR systems under intermittent ordering failures.
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Figre 2. Execution jitter during the Sui testnet incident
(June 2025). The x-axis shows time (incident started at 00:15)
and the y-axis shows transaction latency overhead (ms).

Multichain BFT protocols [22, 28] use multiple parallel
chains for dissemination. Each replica packages its received
transactions into blocks appended to its own chain and broad-
casts these blocks to certify the availability of both the block
and its chain history. Ordering is performed separately by
replicas running an ordering/consensus protocol, using as
input the signed digest of the latest block from each chain.
Compared to batch-based protocols, multichain protocols
require a bounded size of data in an ordering proposal since
only the latest block digest of each chain is needed.

DAG-based BFT protocols [5, 6, 20, 36, 57, 58, 60, 61] dis-
seminate transactions in a structure of Directed Acyclic
Graph (DAG), where blocks of transactions are DAG vertices
and the references among them form edges. Each replica cre-
ates and disseminates new blocks in rounds, with each block
referencing a quorum of blocks from the previous round.
With the established DAG, replicas perform the ordering task
by locally interpreting the DAG, e.g., determining whether a
block is sufficiently referenced in subsequent rounds to be
committed and ordered. Compared to other decoupled BFT
consensus, DAG-based consensus can achieve more efficient
ordering due to the elimination of view change [79].

2.4 Motivation

Although decoupled BFT consensus protocols take an im-
portant first step toward mitigating intermittent ordering
failures, they do not fully resolve the problem. This can still
severely impact transaction execution.

Unlike data dissemination, which proceeds independently
of ordering, transaction execution relies on the ordered out-
put of the consensus protocol to ensure safety. When order-
ing fails, replicas cannot obtain new ordered transactions to
execute, leaving computational resources idle. More impor-
tantly, decoupled BFT consensus protocols can exacerbate



this issue: transactions continue to accumulate during the
failure period, and once the network recovers and ordering
resumes, replicas must process a large backlog. This burst of
deferred execution can overwhelm computational resources,
significantly increasing transaction latency. Figure 1 illus-
trates this effect by showing the transaction confirmation
latency and recovery time of existing BFT SMR systems un-
der intermittent ordering failures (evaluation settings are
detailed in Section 6.2). During the ordering failure period
(10s-21s), transactions accumulate in the system, and after
recovery, existing SMR systems require a prolonged catch-up
phase (around 6 seconds) to drain the backlog, resulting in
a substantial latency increase. Similarly, the Sui testnet ex-
perienced a roughly one-day halt in June 2025 after replicas
failed to locally confirm transactions and had to process a
large backlog (as shown in Figure 2), illustrating how order-
ing failures can severely disrupt progress even in modern
blockchain deployments [63].

To fully address the challenges introduced by intermittent
ordering failures, it is crucial to design a BFT SMR system
that effectively adapts to such failures in practice. However,
upon reviewing related studies, we find a notable absence of
comprehensive investigations into this problem. This paper
aims to fill this gap by presenting a novel BFT SMR.

3 Model, Challenges, and Overview

This paper presents Pufferfish, a novel BFT SMR system
that masks performance degradation caused by intermittent
ordering failures in practice. To achieve this, Pufferfish incor-
porates a pre-commit execution scheme into a decoupled BFT
consensus protocol, enabling replicas to speculatively exe-
cute transactions during data dissemination without waiting
for final ordering (We use pre-commit and speculative exe-
cution interchangeably in the rest of this paper). By allowing
execution to proceed even when ordering stalls, replicas can
later directly commit correct pre-commit execution results
once ordering completes. This design eliminates the execu-
tion stall and significantly reduces the backlog-processing
overhead after recovery. In this section, we present the sys-
tem model, key challenges, and an overview of Pufferfish.

Models. In Pufferfish, we consider a group of n=3f+1 repli-
cas R = {Ry,Ry, - -+ , Ry}, of which up to f are Byzantine.
The Byzantine replicas can behave arbitrarily to compro-
mise the system, but they have bounded computation and
cannot break the cryptographic primitives. The remaining
replicas are correct. We assume a public-key infrastructure
with digital signatures for authentication. As in prior par-
tially synchronous BFT SMR systems [10, 62, 78], the system
operates under partial synchrony [23], where liveness is
guaranteed only during periods of synchrony.

Challenges. Designing an effective pre-commit execution
scheme to mitigate ordering failures is non-trivial. The core
challenge is to ensure that speculative execution remains

largely consistent with the consensus order, so that pre-
commit execution results can be directly committed without
re-execution. This challenge stems from the inherent depen-
dence of execution on ordering. While data dissemination
is order-independent, execution must follow a total order
consistent with consensus to ensure safety. If speculative
execution deviates from the final order, its results become in-
valid, forcing replicas to roll back and re-execute transactions.
In the worst case, this reduces Pufferfish to the unoptimized
design, negating any benefit in masking ordering failures.

Overview. To effectively mask ordering failures, Pufferfish
is built on three key components: (i) a dedicated DAG-based
consensus protocol; (ii) an adaptive probabilistic speculation
(APS) mechanism; (iii) a commit-aware snapshot mechanism.

DAG-based consensus (section 4.1). Pufferfish adopts Mys-
ticeti [6], a state-of-the-art DAG-based BFT consensus pro-
tocol. Its decoupled design enables efficient transaction dis-
semination even when ordering stalls. More importantly, the
DAG structure provides an order continuity property: subse-
quent ordering instances naturally extend prior (even failed)
ordering attempts through causal dependencies encoded in
the DAG. As aresult, new ordering decisions tend to preserve
previously implied orders, reducing the likelihood that spec-
ulative execution must be discarded. This property is critical
because it increases the fraction of speculative execution
results that remain valid and can be committed directly.

Adaptive probabilistic speculation (Section 4.2). While
order continuity improves stability, it does not guarantee
that speculative execution matches the final consensus order.
Replicas must therefore predict a likely speculative execu-
tion order. To this end, Pufferfish introduces an adaptive
probabilistic speculation (APS) mechanism. APS leverages
structural information in the DAG (e.g., implicit voting pat-
terns over leader blocks) to estimate the likelihood of differ-
ent ordering outcomes. Based on the likelihood estimation,
each replica adaptively selects a speculative execution order
that is most likely consistent with the final consensus order,
thereby maximizing the valid pre-commit execution results.

Commit-aware snapshot (Section 4.3). Despite careful
speculation, mis-speculation is unavoidable due to network
asynchrony and Byzantine behavior. To mitigate this cost,
Pufferfish employs a commit-aware snapshot mechanism to
preserve as many valid pre-commit execution results as possi-
ble by taking snapshots without introducing heavy memory
or storage overhead. Briefly, instead of eagerly snapshotting
every speculative order, replicas take lightweight snapshots
only when mis-speculation is likely. Once the speculative
order is indeed invalid, replicas roll back to the most recent
valid snapshot and re-executes only the affected transactions.

Figure 3 illustrates the overall workflow of Pufferfish.
Transaction processing proceeds as follows:
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Figure 3. Overview of Pufferfish: replicas run an underlying
DAG-based consensus for efficient data dissemination, pre-
dict the transaction order with the APS mechanism, and spec-
ulatively execute transactions while taking commit-aware
snapshots, by which transactions are efficiently committed
with speculative execution results and snapshots even dur-
ing intermittent ordering failures.

1. Replicas employ Mysticeti to efficiently disseminate blocks
of transactions and forward them to the APS module.

2. The APS module derives a speculative order from the local
DAG view and passes it to the execution engine.

3. If the speculative order involves potentially faulty lead-
ers, the replica takes a snapshot before execution. It then
speculatively executes transactions in the predicted order.

4. (Happy path) Once consensus finalizes the order, the replica
verifies consistency. If the speculative order matches, the
execution results are directly committed.

5. (Fallback path) If the speculative order is inconsistent,
the replica rolls back to the latest valid snapshot and re-
executes only the affected transactions before committing.

4 Pufferfish Protocol
4.1 Mysticeti Consensus

Pufferfish is built on Mysticeti consensus protocol. Mysticeti
disseminates transactions in blocks that form a DAG, where
references between blocks encode voting information used
for ordering.

DAG construction. Mysticeti proceeds in logical rounds. In
each round r, every replica R; creates a block B containing
transactions and at least 2 f+1 references to round r—1 blocks,
and broadcasts it to other replicas. Upon receiving 2f+1
round r blocks (including its own), R; advances to round r+1.
Through this process, replicas collectively construct a DAG
in which vertices are blocks and the edges are references.

DAG patterns and decision rules. Ordering is performed
by locally interpreting the DAG. For each round, a designated
leader proposes a leader block. Mysticeti defines two DAG
patterns for each leader block By: (i) skip pattern, if By, is not
referenced by at least 2f+1 blocks; (ii) certificate pattern, if

Direct Indirect Certificate Direct
. V_to-sklp to-commit % to-commit :
Ri| Bl B} B} B! BS
\,
R| B} B2 B3 B3 B3
R3| B3 B} B3 B3 B§
R,| B} B? B} B Bj
round 1 2 3 4 5

Figure 4. DAG patterns and decision rules in Mysticeti,
where are leader blocks: (1) The red pattern (—) rep-
resents a skip pattern on B}. The pattern (- and —)
in round 3 represents a certificate pattern on BZ, and block
Bi is a certificate for B3. (2) B} is directly decided as to-skip.
Assume B is directly decided as to-commit. Then B; is indi-
rectly decided as to-commit from B;.

By, is referenced by at least 2f+1 blocks. Any subsequent
block that includes a certificate pattern on By in its causal
history is called a certificate for By.

Replicas invoke an ordering instance for each leader block
to commit or skip leader blocks using two decision rules:

e Direct decision rule: A round r leader block Bj is directly
decided ifit (i) has at least 2f+1 certificates from round r+2
(decided as to-commit), or (ii) is identified as a skip pattern
(decided as to-skip). Otherwise, it remains undecided.

e Indirect decision rule: For any undecided round r’ leader
block BZ’, a replica searches for the first subsequent leader
block BI’:’ (where r”” >r’+2) that is decided as to-commit.
If Bf/ causally references a certificate for B” . then BE/ is
decided as to-commit; otherwise, it is decided as to-skip.

Figure 4 illustrates an example of how leader blocks are
decided in Mysticeti. The round 1 leader block B is identi-
fied as a skip pattern and is directly decided as to-skip. The
round 3 leader block B} is decided as to-commit by the di-
rect decision rule, as all round 5 blocks are its certificates.
However, the round 2 leader block B is neither directly de-
cided as to-commit (as it has only two certificates B} and Bj)
nor directly decided as to-skip. Assume that B; is directly
decided as to-commit later. Since B; causally references a
certificate pattern on B (highlighted in ), BZ is decided
as to-commit by the indirect decision rule.

From DAG to total order. Block ordering in Mysticeti is
driven by the decision statuses of leader blocks. Once all
leader blocks up to round r are decided, replicas order all
to-commit leader blocks and their causal history. The order
of causal history blocks is specified by its corresponding
to-commit leader block, which can use any deterministic
linearization algorithm [77]. For instance, in Figure 4, B% is
decided as to-skip, while B; and B; are decided as to-commit.



Therefore, replicas will order Bg and its causal history (i.e.,
B;, B, and B;) first, and then order B and its causal history
(ie., Bg and Bi). This results in a total order of blocks: Bé, B;,
B;, BZ, BZ, B%, B;.

Ordering continuity. The DAG structure and indirect de-
cision rule provide an ordering continuity property for to-
commit leader blocks: subsequent to-commit leader blocks
can extend the order specified by the previous to-commit
leader block from its causal history [79]. For instance, in
Figure 4, although B2 is not directly decided (i.e., its ordering
instance fails), the subsequent directly committed B} extends
the order specified by B2. That is, the successful ordering of
B? does not invalidate the order specified by BZ. This feature
makes the DAG-based consensus inherently suitable for our
pre-commit execution scheme, since it stabilizes speculative
execution by ensuring that later ordering decisions rarely
invalidate earlier implied orders, thereby increasing the frac-
tion of speculative execution results that can be directly
committed (we extend a discussion in Appendix A).

4.2 Adaptive Probabilistic Speculation

The key to achieving effective pre-commit execution is to
predict the final consensus order as closely as possible. To
this end, we propose an adaptive probabilistic speculation
(APS) mechanism. The key insight behind it is that during
the data dissemination, the DAG structure encodes implicit
voting signals, which can be used to estimate the likelihood of
different ordering outcomes. APS leverages this information
to predict a speculative order that is likely to match the final
consensus order. Specifically, the APS mechanism is a two-
fold design: (i) a separated prediction model speculating on
the status of each leader block, and (ii) a cooperative APS
tree structure enabling replicas to adaptively select the most
likely speculative order.

Predict statuses of leader blocks. Recall that in Mysticeti,
the order of transactions is determined by the order of leader
blocks that are decided as to-commit status. Thus, to specu-
late on an pre-commit execution order, replicas first predict
the status of each leader block.

A replica can predict the status of a leader block as soon
as it receives the leader block. However, the prediction ac-
curacy might be low at this point, since the replica has lim-
ited information about how other replicas view this leader
block. On the other hand, if a replica delays the prediction
until it receives enough blocks in subsequent rounds, then
the prediction accuracy could be improved. However, this
also delays the pre-commit execution, thereby increasing
the transaction commitment latency. To balance the predic-
tion accuracy and latency, Pufferfish employs a one-round
deferred prediction strategy. To elaborate, a replica starts pre-
dicting the status of a round r leader block when it receives
a quorum of 2f+1 blocks from the next round r+1.

Variables:

DAG;[] - An array of sets of blocks (indexed by rounds)
rspi - The round of the last predicted leader block
Stspi - The latest speculative state
struct Leader Prediction LP:
LP.block - the leader block
LP.round - the round number of a pending leader block
LP.status - the predicted status (to-commit/to-skip)
Lspi - The APS tree, consisting of a list of LP
1: upon receiving a quorum of 2f+1 blocks in round r+1 do
2 sequence « [] > newly predicted leader blocks
3 LP « ()
4: for r’ € [r down to rgp;+1] do
5: LP.block « get_leader_block(r’)
6: LP.round «r’
7 LP.status « predict_status(DAG;[r’+1], LP.block)
8 sequence «— (LP)||sequence
9: Lp1-append(sequence)
10: Tspl <= T
11: Stsp1 < speculative_execution(Stspy, sequence)
12: procedure predict_status(blocks, Br)
13: if By, == 1 then

14: return to-skip
15: voters < {B € blocks : By, € B.parents}
16: return |voters| > 2f+1 ? to-commit : to-skip

Figure 5. Leader prediction with APS for replica R;.

Figure 5 shows the leader block prediction process. When
receiving a quorum of blocks in round r+1, a replica R; it-
erates to predict all undecided leader blocks with a round
r’<r until its last predicted round r; (lines 4-8). Note that
R; performs an iteration of predictions here, as it might re-
ceive blocks from different rounds simultaneously due to
the network delays, and has not predicted the status of all
undecided leader blocks.

Align with Mysticeti’s decision rules, Pufferfish applies a
specific rule to the predictions of leader block status (lines 12-
16). For round r’ leader block B’ , a replica R; updates its
prediction based on the number of round r+1 referencing it.
If BE' is directly referenced by at least 2f+1 blocks in round
r+1 in R;’s local DAG view DAG;[r+1], BIr: is predicted as
to-commit; otherwise, it is predicted as to-skip. The rationale
behind this prediction rule is that a leader block is decided as
to-commiit (via both direct and indirect decision rules) only
if it is referenced by at least 2f+1 blocks in the subsequent
round. According to internal measurements from Sui main-
net, about 99% of leader blocks are committed with such
signals. As we also show in Section 6, this prediction rule is
effective in practice, since the referencing relationship is a
strong indicator of the final decision status of a leader block.

APS tree. Once predicting the statuses of leader blocks, the
replica establishes a speculative order with an APS tree main-
tained locally. The APS tree is a binary tree consisting of
a list of pending leader blocks—that is, the leader blocks
that have not yet been added to the consensus order. The
root node of the APS tree represents the earliest undecided
leader block, and each intermediate node represents a leader
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Figure 6. The workflow of the APS mechanism: replica builds an APS tree to predict the speculative order, where a leader
block is predicted as to-commit if it is referenced by 2f+1 blocks. (a) The replica predicts the order of blocks from round 1 to 3.
(b) The replica updates its APS tree and predicts the order of blocks from round 2 to 5.

block whose round number is proportional to the tree level.
Each node has two branches: the left branch indicates that
the corresponding leader block will be identified to-commit,
while the right branch represents a to-skip result. Each path
from the root to a leaf node represents a possible speculative
execution order of leader blocks.

Workflow of the APS mechanism. Figure 6 illustrates
the workflow of the APS mechanism. The left part of Fig-
ure 6(a)(b) shows a replica’s local DAG view as the round
progresses, while the right part shows the update of APS
tree during the process. In particular, when proceeding in
round 4, the replica R; cannot decide leader blocks Bl Bg,
and Bg , as neither the direct nor the indirect decision rules
can yet be applied. Thus, it builds an APS tree with three
levels, where the root node is B%, the intermediate nodes are
BZ and B;. With our prediction rules, R; predicts that B} and
Bg will be to-commit, while Bg will be to-skip, leading to a
speculative order on leader blocks Bi — Bg . As aresult, R;
derives a speculative execution order on all blocks (including
non-leader blocks) according to the causal orders specified
by B} and B;, as shown at the bottom of Figure 6(a). Replicas
continuously update their APS trees as they receive new
blocks and confirm a new consensus order. In Figure 6(b),
when R; is proceeding in round 6, B] has been directly de-
cided as to-commit and has been removed from the APS tree.
R rebuilds the APS tree and predicts a new order on the
pending leader blocks from rounds 2 to 5. Note that although
being decided as to-commit directly in round 5, B} is still in
the tree as a pending leader block, since its previous leader
block Bg is still undecided, making Bg unable to be added to
the commit sequence. Nevertheless, replicas prune the oppo-
site branches for such decided but pending leader blocks in
the APS tree, to optimize the order prediction space.

After deriving a speculative execution order, the replica
forwards the order to the execution engine to perform pre-
commit execution via the function speculative_execution

(line 11). We defer the pseudocode of speculative_execution
(Figure 7, lines 38-48) to Section 4.3 after introducing Puffer-
fish’s snapshot mechanism.

4.3 Commit-aware Snapshots

Replicas might predict invalid speculative orders due to
network asynchrony or malicious behaviors. For instance,
Byzantine replicas selectively share their leader blocks to
some correct replicas, making these blocks are predicted as
to-commit but actually to-skip. In cases where replicas mis-
predict speculative orders, the pre-commit execution results
will be invalid, and replicas need to re-execute all trans-
actions. This makes the system revert to the unoptimized
design and fails to mask ordering failures.

A straightforward solution to mitigate the overhead caused
by mispredictions is to take snapshots of pre-commit execu-
tion states after executing on every leader block. This allows
replicas to roll back to a recent valid state if the pre-commit
execution fails. However, frequently snapshotting might in-
troduce significant memory or storage overhead, especially
during prolonged ordering stalls.

Pufferfish introduces a commit-aware snapshot mechanism
to reduce the snapshot overhead. Specifically, instead of tak-
ing snapshots for every leader block, replicas in Pufferfish
take snapshots only if they suspect an incoming speculative
order is specified by a malicious replica. Our key observation
is that the adversary can only mislead the prediction on its
own leader blocks, and if two consecutive leader blocks are
both created by correct replicas, then taking a snapshot for
the later correct leader block is enough to cover the state
changes occurred by the pre-commit execution on the former
correct leader block. In Pufferfish, correct replicas employ a
speculation-aligned reputation mechanism to identify sus-
pect malicious replicas.

Speculation-aligned reputation. Each replica R; in Puffer-
fish maintains a reputation table TR;, where the reputation



score TR;[j] on a replica R; reflects whether its historical
leader blocks can help R; to derive valid speculative execu-
tion orders. Specifically, R; updates its reputation table TR;
based on the following rules (Figure 7, lines 18-23):

o Reputation Increase: R; increases R;’s reputation by 1 if its
prediction on the status of a leader block B] created by R;
(ie., R; = Bj .creator) is correct.

e Reputation Decrease: R; decreases R;’s reputation by 1 if
its prediction on the status of a leader block created by R;
is incorrect.

Intuition behind the reputation mechanism. The reputation
mechanism is designed to capture whether the replicas’ be-
haviors are aligned with the speculation goals. A replica
whose historical leader blocks often leads to correct specu-
lative orders is likely honest, while a replica whose histor-
ical leader blocks often misleads correct replicas is likely
Byzantine. Thus, correct replicas can leverage the reputation
mechanism to identify potentially malicious replicas.

Snapshot policy. With the reputation mechanism, a replica
R; takes snapshots before performing pre-commit execution
on leader blocks that are created by low-reputation replicas.
A snapshot is a key-value pair where the key is a sequence
of leader blocks that are predicted as to-commit (i.e., the
speculative order), and the value is pre-commit execution
states based on the speculative order (i.e., state transitions).
Replicas take snapshots when performing speculative ex-
ecution (Figure 7, lines 38-48), and the decision of taking
snapshots is parametrized by a threshold z,,. Specifically,
upon receiving a new list of predicted leader blocks LPs,
R; extracts all predicted to-commit leader blocks in LPs to
decide a speculative order (lines 40-47). R; takes snapshots
before performing pre-commit execution on leader blocks
created by replicas with reputation scores at most the 7,¢,-th
lowest value in TR; (lines 43-45). In Pufferfish, we set 7,.p=f
since there are at most f Byzantine replicas. After that, R;
linearizes transactions in each predicted to-commit leader
block and its causal historical blocks (line 46), and executes
them with given states (line 47) via the execute function.

4.4 Transaction Commitment

Replicas leverage pre-commit execution results to commit
transactions if the speculative order is consistent with the
final consensus order. In cases where the speculative order
is invalid, Pufferfish’s snapshot mechanism allows replicas
to quickly recover. Figure 7 shows the transaction commit-
ment process for a replica R; in Pufferfish. When receiv-
ing an ordered list of leader block L.,, from the consensus
layer, R; first updates the reputation table TR; based on the
correctness of its predictions on the leader blocks in Lo,
(lines 18-23). Then, if the predicted speculative order in L,
is consistent with the consensus order (i.e., happy path), R;
directly commits the speculative state St to the global state

Variables:

Stgip - The global key-value store state

Stsp1 - The latest speculative state

Ssp1 - A map from speculative leaders’ statuses to snapshots

r1c - The last round where the leader block is committed via consensus
TR;[] - An array of reputations (indexed by replicas)

Lspi - The APS tree, consisting of a list of LP

17: upon receiving an ordered leader block list L¢o, from consensus do
18: for By € Lcon do > update reputation

19: LP « the entry in Lgp; with LP.round = B.round

20: if LP.status == to-commit then

21: TR;|By.creator]| « TR;[By.creator]| +1

22: else

23: TR;|Bg.creator]| « TR;[By.creator]| — 1

24: if Lp is consistent with Leon, then > Happy path
25: commit_state(Stgyp, Stspr)

26: else > Fallback path
27: (Sta, len) « find_bset_snapshot(Lcon, Sspi)

28: for idx = lento |L¢on| — 1do > execute inconsistent txs
29: Br, « Leon|idx]

30: txs « serialize_transactions(By)

31: Stp «execute(Stp, txs, Stgp)

32: commit_state(Stgyp, Sta)

33: sequence « the leader predictions in Ly after Leon[—1]
34: Stspi < speculative_execution(Sta, sequence)

35: ric < Leon|[—1].round > update last consensus round

36: update_aps_tree(Lcon) > remove decided leaders

37: update_snapshots(Sspr, 71c)
38: procedure speculative_execution(Stpgse, LPS)

39: Stpn — Stpase > State transition after executing on LPs
40: for LP in LPs do

41: if LP.status == to-commit then

42: By « LP.block

43: if TR;[Br.creator] < the f-th lowest value in TR; then
44: key « [LPs[0],LPs[1],...,LP]

45: Sspilkey] « Sta > commit-aware snapshot
46: txs « serialize_transactions(LP)

47: Stp «—execute(Sta, txs, Styip)

48: return St

Figure 7. Transaction commit for replica R; in Pufferfish.

Stgip using the function commit_state (lines 24-25). Other-
wise, R; commits transactions in a fallback path (lines 26-34).
In this case, R; finds the most recent valid snapshot (i.e.,
snapshot with the longest key consistent with Lc,,) in S,
and executes all transactions in the inconsistent suffix of
Lcon to update the global state (lines 28-31). The fallback
execution results are then used to update the global state
(line 32). In addition, R; will update the latest speculative
state St;p; based on the fallback execution results (line 34),
which ensures St is always consistent with a valid order
and can be used for future predictions. Finally, R; updates its
APS tree by removing the decided leader blocks (line 36), and
updates snapshots by cleaning invalid ones and removing
Lcon from the prefix of the valid keys (line 37).



5 Analysis
5.1 Performance Analysis

We focus on the speedup of transaction confirmation la-
tency achieved by Pufferfish compared to a baseline SMR
system that employs Mysticeti consensus protocol but adopts
an execution-after-consensus (EAC) execution scheme. The
transaction confirmation latency in SMR can be measured
as the time taken from when a transaction is submitted by
a client to when it is committed by replicas. It consists of
three primary stage latencies: (i) queuing latency ¢4, indi-
cating the time required for a transaction to be packaged
into a block; (ii) consensus latency ¢, representing the time
required for replicas to reach agreement on a block of trans-
actions; and (iii) execution latency t,, indicating the time
required for replicas to execute a block of transactions in
the execution engine. Note that the DAG-based consensus
protocol involves two kinds of consensus latency [57], one
for leader block t.; and another for non-leader block ;. In
the following analysis, we assume the system is not satu-
rated in handling transactions, i.e., the number of transac-
tions the system can handle per second is no fewer than the
transaction workload. Otherwise, it will introduce additional
waiting latency (e.g., a transaction is received by replicas but
cannot be packaged into a block due to the exhaustion of
bandwidth resources) and make the transaction confirmation
latency hard to quantify.

Since the baseline adopts the EAC execution scheme, the
transaction confirmation latency of the baseline system is
directly derived as the summation of the three stage laten-
cies, i.e. ty + t + t., where the average consensus latency
is to = te1/n + (n— 1)t /n with n replicas and one leader
node for each round in the system. In contrast, transactions
in Pufferfish can be speculatively executed during the con-
sensus, in which the execution latency ¢, is overlapped by
the consensus latency. The transaction confirmation latency
of Pufferfish is t; + t.. As a result, the speedup of Pufferfish
tgttette t

tgtte tgtte”

The latency speedup is affected by many factors. For in-
stance, the speedup increases with the transaction workload
(i.e., the number of transactions submitted by clients per
second), since the transaction execution latency per block ¢,
increases with the transaction workload while the queuing
latency t4 and consensus latency . are relatively stable. This
has been proved in our evaluation Section 6.1. Moreover,
the speedup can be higher when ordering failures happen,
since the transaction execution latency ¢, will increase in the
baseline system due to the accumulated backlog transactions
(which introduces extra waiting latency to transaction exe-
cution) during the ordering failure. This is also proved in our

compared to the baseline system is

evaluation Section 6.2, where we observe that with the same
(relatively low) transaction workload, Pufferfish achieves the
confirmation latency closed to (i.e., the speedup is small)
the baseline when no ordering failures occur; however, the

confirmation latency of Pufferfish is much lower than that of
the baseline system when ordering failures happen. This in-
dicates that the latency speedup increases with the ordering
failure rate, which is consistent with our analysis.

5.2 Security Analysis

Since Pufferfish is built on top of Mysticeti, it inherits the
liveness property of Mysticeti. For safety, we consider two
aspects Section 2.1: transaction order consistency and state
consistency. The transaction order consistency is guaranteed
by the underlying Mysticeti consensus protocol. For state
consistency, note that transactions are always executed in
the same order as the consensus order (Figure 7). With a
deterministic execution engine (e.g., EVM [24]), this guaran-
tees that the state of all correct replicas is consistent after
executing the same sequence of transactions.

6 Evaluation

Our evaluation aims to answer the following questions:

e Performance How does Pufferfish perform under happy
path (i.e., no faults nor network jitter) with different repli-
cas n and under crash fault scenarios (Section 6.1)?

o Ordering Failure Resistance Can Pufferfish effectively
resist intermittent ordering failures (Section 6.2)?

Implementation. We implement Pufferfish in Rust based on
the Mysticeti codebase [1]. As Mysticeti only implements the
consensus layer, we integrate an execution engine to support
transaction execution. In our implementation, we choose
EVM (implemented by RiseLabs [51]) as our execution en-
gine due to its well-defined interfaces and the popularity
of EVM-compatible transactions. Nevertheless, Pufferfish is
agnostic to the choice of execution engine, since it optimizes
transaction execution in a system-level manner rather than
in an instruction-level manner. To minimize the execution
benefits offered by the execution engine, we use the basic
sequential execution mode of the Rise EVM in our evaluation.

One of our key aspects is to demonstrate the effective-
ness of Pufferfish in resisting intermittent ordering failures
caused by network jitter in practice. Although we can already
observe network jitter and ordering failures in our realistic
evaluation environment, they are mainly dependent on the
real-time Internet conditions and are uncontrollable. This
uncontrollability (i) makes it hard to conduct the same set-
tings for fairly comparing Pufferfish with others; (ii) makes it
impossible to reproduce the results; (iii) leads to unnecessary
monetary cost by repeating the experiments until we observe
the intermittent ordering failures. To address this issue, we
add the minimum manual effort to simulate the intermittent
ordering failures. Specifically, we simulate the intermittent
ordering failures by randomly injecting message delay (0 to
2 seconds) to connections among replicas (we used a pseu-
dorandom number generator with a fixed seed to ensure



the reproducibility and fair comparison) when conducting
evaluations for ordering failure resistance (Section 6.2).

Baseline. We compare Pufferfish with a representative SMR
protocol that employs Mysticeti as the consensus layer, since
Mysticeti is a state-of-the-art protocol decoupling transac-
tion dissemination and ordering that is deployed in pro-
duction [64]. For a fair comparison, we employ the same
EVM execution engine on top of the Mysticeti consensus
layer and use the same transaction scheduler for both sys-
tems. Different from Pufferfish, the baseline adopts a classic
execution-after-consensus (EAC) design, where transactions
are scheduled to be executed only after the success of order-
ing. We therefore name this baseline as Mysticeti-EAC in the
rest of this section.

Experiment setup. We evaluate all systems on AWS, using
c5a.4xlarge EC2 instances spread across 5 regions (useast-1,
us-east-2, us-west-1, eu-west-1, and eu-west-2). The ping
latencies among regions range from 50 to 80 ms. Each in-
stance provides 16 vCPU, 32GB RAM, and up to 10 Gbps of
bandwidth and runs Linux Ubuntu server 20.04.

We deploy one client per replica to continuously send
transactions in a steady way. We use ERC20 token trans-
fer transactions as the workload, which is one of the most
common transactions in most EVM-based blockchains. We
focus on several performance metrics, including throughput,
which represents the number of transactions committed per
second (TPS), and commitment latency, which is measured
by the time from when clients send transactions to when
the transactions are committed to the storage. We run each
experiment for at least 100 seconds until we observe the
steady performance.

6.1 Performance

We first evaluate the performance of Pufferfish by running
varying numbers of replicas n=10 and 49, and considering
crash-free and crash fault scenarios. In the performance eval-
uation, we set different transaction input rates/workloads
and monitor the throughput and commitment latency. We
stop increasing the transaction workload when we observe
a shaped latency increase, which indicates the system is
saturated in handling transactions (i.e., the number of trans-
actions the system can handle per second is lower than the
transaction workload).

Crash-free performance. Figure 8a shows the throughput-
latency curves of Pufferfish and Mysticeti-EAC with different
numbers of replicas n. For both n=10 and n=49, Pufferfish
achieves the consistent performance as Mysticeti-EAC be-
fore the system becomes saturated. In particular, both Puffer-
fish and Mysticeti-EAC can achieve a steady 16,000 TPS
with a latency of around 300 ms. With n=10, we observe
that Mysticeti-EAC becomes saturated when the transaction
workload reaches 80,000 transactions per second, where the
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commitment latency increases sharply to 680 ms. In contrast,
Pufferfish achieves 80,000 TPS with a latency of around 430
ms, 37% lower than Mysticeti-EAC. With n=49, we observe
that Mysticeti-EAC becomes saturated when the transaction
workload reaches 25,000 transactions per second, where the
commitment latency increases sharply to 724 ms. In contrast,
Pufferfish achieves 25,000 TPS with a latency of around 300
ms, 59% lower than Mysticeti-EAC.

Figure 8b further shows the breakdown of the commit-
ment latency into the consensus latency (i.e., the time from
when a block is created to when the block is ordered) and
non-consensus latency, which includes the transaction exe-
cution latency and the transaction queuing latency (i.e., the
wait time of transactions being packaged into blocks). We
can see that when transaction workload is high (e.g., 80,000
TPS), the non-consensus latency of Mysticeti-EAC accounts
for a significant portion of its commitment latency, while
Pufferfish can still maintain a relatively low non-consensus
latency. This is because Pufferfish can better utilize the exe-
cution resources by allowing pre-commit execution, leading
to a lower transaction queuing latency and a lower post-
consensus execution latency.

Performance under crash faults. We further evaluate the
performance of Pufferfish and Mysticeti-EAC under crash
faults. In particular, we set f=1 and 3 crash faults out of
n replicas in total, where the crash faults are completely
unresponsive while the system is running. Figure 8c shows
the throughput-latency curves of Pufferfish and Mysticeti-
EAC with different numbers of crashed replicas f. We can
see that both Pufferfish and Mysticeti-EAC can maintain a
similar throughput-latency curve as the crash-free scenario
when f is small (e.g., f=1). However, when f becomes larger
(e.g., f=3), we observe a significant latency increase. This is
because the existence of crash faults will lead to timeouts
when they become leaders, in which other replicas have
to wait for the timeout before moving to the next round.
Nevertheless, Pufferfish can achieve a better performance
than Mysticeti-EAC under crash faults.

6.2 Ordering Failure Resistance

We then evaluate whether Pufferfish can effectively resist
intermittent ordering failures caused by network fluctua-
tion/jitter by running n=10 replicas with a transaction work-
load of 16,000 transactions per second. To simulate network
jitter, we randomly inject message delays (0 to 2 seconds)
to connections among j replicas. We set j=1, 3, 5, and 10 to
comprehensively reflect different levels of network fluctua-
tion in practice. In the evaluation, these j replicas experience
the network jitter starting at roughly 10 seconds and ending
at roughly 21 seconds. We record the transaction latency
every second, each data point indicates that the system can
commit and execute transactions within that second.
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Figure 9. Transaction commitment latency when different numbers of replicas experience network fluctuation.

Figure 9 shows the transaction latency of Pufferfish and

Mysticeti-EAC when different numbers of replicas experi-
ence network jitter. Intuitively, both Pufferfish and Mysticeti-
EAC will experience a latency increase during the network
jitter period, as the network jitter can lead to intermittent
ordering failures, which introduce higher consensus latency.
In addition, both systems take time to recover after the net-
work jitter period (i.e., they can commit transactions right
after the jitter ends), and with more replicas experiencing
the network jitter, the recovery time increases. However,
Pufferfish can recover faster than Mysticeti-EAC after the
network jitter period. For instance, when j=3, baseline recov-
ers and resume committing transactions at the 24 seconds
mark, while Pufferfish can recover at 21 seconds.

This is because Pufferfish better utilizes its execution re-
sources to pre-execute transactions even during the intermit-
tent ordering failures and therefore takes less time to han-
dle the accumulated backlogs of transactions (where there
pre-execution results can be directly applied). In contrast,
Mysticeti-EAC waits for the success of ordering before ex-
ecuting transactions: its execution-after-consensus design
means replicas execute all backlog of transactions while new

11

transactions wait. Moreover, thanks to the fast recovery from
intermittent ordering failures, Pufferfish can maintain a rela-
tively low transaction commitment latency on average and
achieve a lower tail (i.e., p99) transaction confirmation la-
tency compared to Mysticeti-EAC. For example, when j=5,
the tail commitment latency of Mysticeti-EAC is around 15s
(at 24 seconds), while the tail commitment latency of Puffer-
fish is around 11s (at 22 seconds), a 1.36x improvement.

7 Related Work

Speculative execution. The key technique employed by
Pufferfish is pre-commit execution, a closed concept to spec-
ulative execution that has been widely adopted to optimize
transaction confirmation latency across all layers of com-
puter systems [9, 15, 34, 38, 41, 43, 45-47, 50, 65, 68, 69, 72, 76,
80]. Among them, Forerunner [15] and its successors [47, 80]
apply speculative execution to BFT SMR by speculatively exe-
cuting local transactions before they are disseminated. These



designs primarily target Ethereum’s coupled BFT consen-
sus [11], and thus do not address the limitations of data dis-
semination. Moreover, speculative execution on local trans-
actions lacks global ordering signals, which can lead to a high
rate of mis-speculation due to inaccurate execution orders.
More recent works, including Hotstuff-1 [35] and Zaptos [69],
adopt speculative execution in decoupled BFT designs. They
pre-execute transactions using heuristics derived from block
proposals, improving speculation accuracy under common
cases. However, these works do not provide order continuity:
when ordering failures occur, replicas perform view changes
that discard previously failed ordering proposals and replace
them with new proposals. As a result, speculative execu-
tion results from failed ordering proposals are invalidated,
and execution must restart. Consequently, these approaches
improve latency only in common cases and cannot mask
intermittent ordering failures. The concurrent work Mon-
adBFT [33] introduces a tail-forking resistance property to
prevent transaction reorder issues such as MEV [19]. Al-
though it is not designed for masking ordering failures, we
observe that it can incidentally preserve speculative execu-
tions in some cases, where leaders are timely responsive or
all correct replicas are not affected by network fluctuations,
making it more sensitive to network instability and leader
availability. In contrast, Pufferfish directly targets intermit-
tent ordering failures by leveraging DAG-based consensus
to achieve ordering continuity without relying on leader
availability or additional coordination mechanisms. Further-
more, all these speculative execution [33, 35, 69] are designed
for Hotstuff-style consensus, which typically achieves 5A
transaction confirmation latency in common cases, while
Pufferfish, built on Mysticeti, can achieve 3A latency, which
makes it the best candidate for future blockchains.

Deconstructed SMR schemes. A line of work [3, 30, 44,
48, 49, 52, 55, 56, 73, 78] attempts to reduce the overhead
introduced by ordering failures by deconstructing the SMR
scheme. HyperLedger [3] and its successor [52, 55] adopt an
execution-order-validation scheme, which allows replicas
to execute transactions asynchronously even when order-
ing fails. Fabric SSI [44] and BipL [49] employ an execute-
parallel-order-validate scheme that hides the ordering cost
by parallelizing the execution and ordering tasks. However,
all these schemes (partially) deconstructing schemes still cou-
ple the data dissemination with ordering/execution, which
is instead observed as a main bottleneck for achieving high
performance [7, 20, 28, 75, 78]. Recent works [17, 56, 78]
use a sharded-disperse-order-execution scheme to achieve
efficient transaction dissemination regardless of ordering
failures. However, these works use a latent execution-after-
consensus scheme, which still suffers from a significant ex-
ecution overhead due to the backlog of transactions when
intermittent ordering failures occur.
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Pipelined SMR architectures. Many systems [5, 12, 14, 21,
32, 35, 42, 54, 69, 70, 74] have adopted pipelined architec-
tures to optimize the transaction confirmation latency for
BFT SMR, which divide the handling of transactions into
multiple stages and pipeline them to reduce the overall la-
tency. However, these pipelined architectures only work as
expected under common cases (i.e., no ordering failures),
since an ordering failure can make all the pipelined stages
invalid. In contrast, Pufferfish is designed to optimize the
transaction confirmation latency under both common cases
and ordering failures.

Parallel transaction execution. An orthogonal line of
work optimizes transaction execution by concurrent/parallel
transaction execution [4, 13, 16, 26, 31, 37, 40, 53, 67, 71].
These works study concurrent strategies, transaction sched-
uling algorithms, and parallel execution engines to allow
a single replica to execute transactions in parallel, thereby
reducing the transaction execution latency. Since Pufferfish
is a system-level optimization scheme, these parallel execu-
tion techniques can be integrated into Pufferfish to further
improve the transaction throughput and latency.

8 Conclusion and Discussion

This work presents Pufferfish that aims to optimize the per-
formance under intermittent ordering failures for SMR via
proactive pre-commit execution. Extensive evaluation results
conducted on a geo-distributed environment show Pufferfish
can achieve faster recovery and lower transaction confirma-
tion latency compared to the SOTA BFT SMR system.

Powerful network adversary. Replicas in Pufferfish pre-
dict the pre-commit execution order using the heuristic based
on their local views of the DAG, whose effectiveness will
be affected by the messages (i.e., blocks) they receive. If the
adversary has strong power to control the network and ar-
bitrarily schedule the message delivery, then it might cause
mispredictions, which can lead to a high speculation fail-
ure rate. Unfortunately, it appears impossible to completely
prevent the influence of such powerful network adversaries.
However, we argue that this is a strong assumption for the
adversary, and in practice, most validators are well-behaved,
and the network adversary usually has limited power to
control the network. Therefore, we believe that Pufferfish is
effective when deployed in practice.

Overwritten pre-commit execution states. Continuous
pre-commit execution improves resource utilization but may
cause overwritten states. For instance, if a replica has per-
formed pre-commit execution on top of two consecutive
leader blocks B; and B?, and B; is decided but B is not, then
the latest speculative execution states (i.e., St;;; in Figure 7)
cannot be committed as they might include the overwrit-
ten states by the speculative execution of BZ. To alleviate
this issue, we currently introduce a snapshot window with a



constant size s,, that contains snapshots of pre-commit exe-
cution states for the latest s,, leader blocks. This allows repli-
cas to commit transactions with these recent snapshots if a
non-latest leader block is decided. While more sophisticated
designs are possible, e.g., a fine-grained commitment mecha-
nism that selectively commits non-conflicting transactions
across consecutive leader blocks, our evaluation shows that
the snapshot window mechanism already achieves strong
performance in practice. Exploring these designs is orthogo-
nal to our focus on demonstrating Pufferfish’s effectiveness
to circumvent performance degradation caused by ordering
failures, and we leave them to future work.
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A Decoupled BFT Consensus under
Ordering failures

In this section, we compare how the representative decou-
pled BFT consensus protocols perform the ordering task and
discuss why we choose to use the DAG-based BFT consensus
in Pufferfish. We focus on the partially synchronous consen-
sus and the context where ordering failure happens, as the
goal of this work is to illustrate and circumvent the perfor-
mance degradation caused by intermittent ordering failures.
Figure 10 illustrates three types of decoupled BFT consensus
under ordering failures.

Batch-based BFT protocols (Figure 10(a)) decouple data
dissemination from ordering by allowing replicas to propa-
gate transactions in batches independently of ordering trans-
actions. Replicas might adopt different data dissemination
approaches, such as direct dissemination [25, 35, 42, 74] or
certified dissemination [56, 66, 69, 78], where replicas propa-
gate batches of full transactions to other replicas and collect a
quorum of acknowledgments certifying that the correspond-
ing full transactions have been received. During the data
dissemination, replicas store the received batches of transac-
tions bty, bty, - - -, bty in their mempool, as shown at the top
of Figure 10(a).

Batch-based BFT consensus protocols typically employ a
chain-based ordering protocol (e.g., Hotstuff-style consen-
sus) to establish a global order for transactions with the
disseminated batches, as shown in the middle of Figure 10(a).
Specifically, replicas continuously invoke ordering instances
to generate ordering proposals that imply orders among
transactions. For each ordering instance, a designated leader
replica is responsible for proposing an ordering proposal
OP that contains a list of transaction batches (using their
digests Dp;), with indices implying the order among batches.
This dissemination-ordering separation (i) allows replicas
to propagate transactions even during asynchrony, and (ii)
enhances the communication efficiency in the ordering task
since replicas only need to process lightweight metadata
instead of full transactions.

The ordering instance will proceed successfully under
benign conditions (including the leader replica is correct,
and the network is synchronous), in which its associated
ordering proposal will be committed (e.g., the green order-
ing proposals OP;, OP,, and OP; in Figure 10(a)). In case the
ordering instance fails, replicas will trigger a view change to
select a new leader replica and proceed with a new order-
ing proposal. In this case, the failed ordering proposal will
be discarded. For instance, in Figure 10(a), ordering failure
occurs when replicas proceed with the ordering proposal
OPs, and a new ordering proposal OP; is created via the view
change, leading to the order specified by OP; (i.e., batch bt,
is ordered after batch bt;) being abandoned.

Since ordering failures always lead to invalid ordering
proposals, these batch-based BFT consensus protocols fail to
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Figure 10. Comparison of different decoupled BFT consensus under ordering failures. The top demonstrates the data dissemi-
nation approach, and the button demonstrates the transaction orders specified by different ordering proposals OP.

circumvent the latency increase introduced by intermittent
ordering failures with speculative execution.

Muitichain BFT protocols (Figure 10(b)) decouple data
dissemination from ordering by allowing replicas to build
their own chains of transaction blocks independently of or-
dering transactions. With the dissemination approach in
multichain BFT, every replica can package transactions re-
ceived from clients into blocks and append these blocks to its
maintained chain in parallel. This progress typically involves
a simple propose-vote scheme [28]: replicas first broadcast
their blocks, and the others vote for the blocks if they have
received all the history blocks of the chain extended by these
new blocks. This ensures that all blocks that have been ap-
pended to chains are available.

With the available chains of blocks constructed by the data
dissemination, multichain BFT consensus protocols perform
the ordering task by using only the latest appended block of
every chain (called chain cuts) as the ordering proposal. For
instance, in Figure 10(b), cut, = (A4, By, C3, Dy) is used in an
ordering proposal OP; to specify the order among uncommit-
ted blocks Ag, A3, A4, Bg, B3, B4, Cz, C3, and Dz, D3, D4. With
the chain cuts, blocks are ordered based on a deterministic
rule, e.g., order based on replica identities and block heights.
This enables multichain BFT consensus protocols to achieve
more efficient communication in the ordering task compared
to batch-based BFT, since each ordering proposal contains
at most n block digests.

Unfortunately, multichain BFT consensus protocols have
the same issue when ordering failures occur, since they em-
ploy a similar ordering protocol as the batch-based BFT. To
elaborate, different chain cuts might imply different orders
among blocks. When ordering failures occur, their inherent
view change mechanism will select a new ordering proposal
containing a new chain cut, which will discard the order
specified by the failed ordering proposal. For instance, the
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ordering proposal OPs in Figure 10 is abandoned when it ex-
periences an ordering failure; the new ordering proposal OPy
containing a new chain cut will invalidate the order speci-
fied by OPs. As a result, similar to batch-based BFT, these
multichain BFT consensus protocols fail to circumvent the
latency increase introduced by intermittent ordering failures
with speculative execution.

DAG-based BFT protocols (Figure 10(c)) decouple data dis-
semination from ordering by allowing replicas to propagate
blocks of transactions in logical rounds independently of or-
dering transactions. Specifically, each replica in DAG-based
BFT propagates blocks of transactions to form a directed
acyclic graph. Each disseminated block is labeled with a
round number and has to reference a quorum 2f+1 of blocks
from the previous round.

Replicas in DAG-based BFT consensus protocols perform
the ordering task by interpreting the DAG. To achieve that,
these protocols designate leader replicas whose proposed
blocks in the specific rounds are considered as leader blocks.
Replicas then check whether the leader blocks receive enough
votes/references from subsequent rounds (see Section 4.1 for
more details). The leader blocks will specify orders among
blocks in their causal histories, and will be used as ordering
proposals to establish a global order.

Figure 10(c) demonstrates how blocks/transactions are or-
dered in Mysticeti [6]. For illustration purposes, we consider
Mysticeti’s single-leader, non-pipeline mode, where a leader
replica is designated every three rounds, e.g., the round 2
block B, and round 5 block As are leader blocks, and are used
as ordering proposals OP, and OPs, respectively. B; specifies
an order among its causal history (i.e., By, Cq, and Dy), but its
ordering proposal OP; fails to be committed directly, since
there are not enough certificates in round 4 voting for it (see
the direct decision rule in Section 4.1).



However, unlike the other decoupled BFT consensus proto-
cols that abandon and invalidate the failed ordering proposal,
DAG-based BFT consensus could extend the failed ordering
proposal due to its order continuity property. In Figure 10(c),
when the ordering proposal OPs is committed, its associated
leader block A5 will extend the order specified by By, thereby
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not invalidating the failed ordering proposal OP;. This prop-
erty makes DAG-based BFT consensus extremely suitable
for our pre-commit execution scheme and scenarios, as it
allows replicas to maintain more valid speculative execution
results even when ordering failures occur.



	Abstract
	1 Introduction
	2 Background and Motivation
	2.1 BFT SMR
	2.2 Partially Synchronous SMR in Practice
	2.3 Decoupled BFT Consensus
	2.4 Motivation

	3 Model, Challenges, and Overview
	4 Pufferfish Protocol
	4.1 Mysticeti Consensus
	4.2 Adaptive Probabilistic Speculation
	4.3 Commit-aware Snapshots
	4.4 Transaction Commitment

	5 Analysis
	5.1 Performance Analysis
	5.2 Security Analysis

	6 Evaluation
	6.1 Performance
	6.2 Ordering Failure Resistance

	7 Related Work
	8 Conclusion and Discussion
	References
	A Decoupled BFT Consensus under Ordering failures

